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ABSTRACT 

UPDATED—20 November 2018.  

This work describes the development process of a domotic 

controller which aims to be an alternative to the solutions 

that are present in the market by allowing its users to 

control the devices that they have at home in an integrated 

and economic way. This controller will be part of the 

DomoBus system and it will play a fundamental role in the 

DomoBus Control Network, which will be the network that 

will connect all the existing devices. For this purpose, the 

main domotic solutions that exist in the market will be 

studied, and a comparison will be made between the 

advantages and disadvantages of each of them. After the 

development of the controller comes to an end, a second 

device which also belongs to the DomoBus Control 

Network will be implemented, whose purpose will be the 

communication with the upper layer of the DomoBus 

system. Finally, an application that allows the transmission 

and reception of DomoBus Control Network messages will 

be created. Once the development of all the necessary 

components is completed, a prototype will be built with the 

purpose of testing the DomoBus Control Network and 

exploring the limits of the solution developed.  
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1. INTRODUCTION 

Recently the evolution of Internet of Things (IoT) has led to 

the appearance of several domotic systems that allow users 

to control illumination, temperature and other domestic 

devices through smartphones or voice commands. These 

low cost and easy to setup systems make us foresee that the 

day when all of us will have a smart home may not be that 

far away. 

However, although there is a great variety of companies 

offering IoT solutions some obstacles still persist: in one 

hand the fact that this type of market is highly fragmented 

makes some of these solutions incompatible between 

themselves; on the other a lot of these solutions have a low 

levels of integration or are incapable of dealing with several 

devices at once.  

As such, for the time being, anyone who wants to have a 

smart home capable of controlling dozens or hundreds 

devices in integrated way still must choose between a 

higher cost classical solution or a Do It Yourself (DIY) 

solution which requires the user to install and maintain the 

system himself. Therefore, for those who do not have the 

required knowledge or the money to invest in a more 

expensive solution, owning a smart home is still out of their 

reach.  

The DomoBus system [1] is an academic solution that seeks 

to explore new approaches to some of the current domotic 

solutions’ problems, while allowing the control of a large 

number of devices in an economical and integrated way.  

Unlike other solutions that require the acquisition of smart 

devices, the DomoBus system seeks to transform the 

devices that we already have in our homes, or that can 

easily be acquired in any store, into “smart” devices.  

This is reached through the use of a special device – the 

controller – which is capable of controlling several devices 

at the same time. Using this controller, users will no longer 

need to buy smart lamps, smart sockets and smart switches, 

since they can simply transform a common lamp, socket or 

switch into a smart one. This difference becomes more 

evident as the system scale increases. Imagine that we want 

to setup a smart lighting system in our entire house: instead 

of having to acquire dozens of smart lamps and smart 

switches with the DomoBus system we would only need to 

setup 1 or 2 controllers in each room.   

Meanwhile, the DomoBus system also intends to be 

flexible, allowing that its users to play an active role in the 

system configuration, being able, for example, to choose 

the communication technology that they want to use. 

The objective of this work will therefore be the 

development of the DomoBus controller and the remaining 

components of the DomoBus Control Network, with the 

purpose of creating a functional prototype that can be used 

as a proof of concept. 

 

2. STATE OF THE ART 

The main domotic solutions present in the market can be 

divided into 3 groups:  

- IoT solutions: which are commercial solutions 

associated with the Internet of Things concept and 

the use of wireless protocols such as ZigBee [2] 

and Z-Wave [3]. These may, or may not, have a 

central device – designated as hub – responsible 

for managing the remaining smart devices; 



- Classical solutions: such as UPB [4] and KNX [5], 

which are commercial solutions associated with 

the use of wired technologies. The setup of this 

kind of solutions normally requires making some 

changes to the house structure;  

- DIY solutions: such as OpenHAB [6] and Home 

Assistant [7], which are non-commercial solutions 

based on the Do It Yourself concept. This type of 

solution usually gives the user the possibility of 

configuring the system to his liking.  

From these 3 types of solutions, the IoT solutions are 

known for being more user-friendly and easier to install but 

also for being subject to a fragmented market, which 

normally results in compatibility problems between 

different solutions. On the other side the classical solutions 

offer stable solutions at higher prices, or not-so-expensive 

solutions that are restricted to specific areas (such as 

lighting and temperature control) leaving behind other 

domotic fields of action.  

While the classical solution’s market is too closed, the IoT 

solutions have shown an attempt to be more open by 

starting to make available their protocols. 

As a result, we watch some DIY solutions emerge that take 

advantage of existing IoT solutions and try to solve some of 

its problems – such as their lack of integration. That said, 

DIY solutions are probably the most similar to DomoBus 

system – for the fact they have the same target audience or 

just because they approach the same problems.  

Even if DIY solutions succeed to solve the integration 

problems of the IoT solutions they still have a more 

pronounced learning curve when compared to commercial 

solutions. While this might not stop users with more 

technical knowledge from using them, it will probably be 

an obstacle for the majority of the users.  

Regardless, we consider that DIY solutions are in the right 

path, seeking to make its systems more attractive to 

common users (through the use of graphical interfaces for 

example) and who knows in a near future they may start to 

gain ground among other existing solutions.  

On the other side maybe IoT solutions will follow their 

example and put its differences apart to try to create 

compatible solutions between them, therefore solving the 

current situation of the domotic market. One way or another 

Internet of Thing will have a fundamental role in the future 

of smart homes.  

 

3. DOMOBUS SYSTEM 

The DomoBus System [1] was created in 2003 with the aim 

of exploring alternative approaches to the ones taken by the 

existing commercial solutions. Although the DomoBus 

system does not try to compete with those solutions, it tries 

to solve their current problems. 

Before we describe DomoBus system there are some 

concepts that must be introduced.  

First, in the DomoBus system each device (sensor/actuator) 

is associated to a group of properties that describes its 

current state. These properties can have 4 different types: 8 

bits, 16 bits, 32 bits or array. For example: a common lamp 

is associated to a single 8-bit property called “state” whose 

value can be “on” (1) or “off” (0).  

Second, the entire communication between several devices 

of the system is based in 3 types of messages:  

- GETS: that allow to discovery a property value; 

- SETS: that allow to change a property value (and 

the associated device state); 

- NOTIFIES: that indicate that a property has 

changed and report its current value. 

With these concepts in mind we can analyze the DomoBus 

system architecture, which is divided in 2 levels (see figure 

1). 

 

Figure 1. DomoBus system architecture [8] 

 
Supervision Level 

The Supervision level is responsible for the definition of the 

system’s behavior, allowing the user to define: 

- Automation rules: which are logical conditions 

like if-then-else rules that trigger actions according 

to the state of one or more system properties; 

- Schedules: which are actions that repeat 

periodically at a specific day or at a specific hour.  

- Timing sequences: which are action sequences 

triggered by the passage of time.  

- Automation Blocks [10]: which are a new 

approach that DomoBus tries to explore, 

permitting the creation of generic templates that 

can be adapted to different domotic scenarios.  



While most of the existing solutions focus the system 

intelligence in a single device, DomoBus system chooses to 

distribute the intelligence by several supervisor level 

devices that usually will take the form of computers or 

Raspberry Pi’s. 

These devices will act either as “supervisors”, responsible 

for managing the automation mechanisms described above 

or for allowing the communication with the control level, 

running an application called “gateway application”.  

This way, in a small system the user can choose to have just 

one supervisor while in bigger systems it can have 

numerous supervisors working at the same time, for 

example, one supervisor in each floor.  

To allow the user to interact with the supervision level a 

web interface is available and accessible in any high-level 

device with access to local network (personal computer, 

smartphone, tablet, etc.). It is also available as a mobile app 

for the Android system.  

 
Control Level 

Unlike the supervision level the user interaction in the 

control level is made through the existing sensors of the 

system. Every time a user changes a sensor state this will 

trigger a reaction that will spread until it reaches 

supervision level.  

This reaction will work depending on the system, as 

DomoBus tries to be compatible to different solutions with 

public communication protocols (see figure 1). 

Regardless of what systems are being used it is always 

necessary to exist one or more gateway devices that make 

the link between the control level and the supervision level. 

These are the devices that will establish the communication 

with the gateway application, allowing the exchange of 

messages between both levels. If a user intends to use 3 

different technologies in the control level, he will need to 

use 3 different gateway devices.  

That said, the DomoBus system also offers its unique 

solution for sensors and actuators control, called DomoBus 

Control Network (DCN). 

  
DomoBus Control Network 

Because the DCN can use sensors and actuators that already 

exist at our homes it allows its users to save a substantial 

amount of money during its installation.  

In order to control these sensors/actuators they must be 

connected to a controller. While this connection is wired, 

since the controller should be close to the sensors/actuators, 

the communication with the rest of the system is then done 

by the controller through the use of wireless technologies. 

Therefore the gateway must use the same technology and 

communication protocol used by the controllers.  

With these 3 types of devices – sensors/actuators, 

controllers and gateway – we have all the necessary 

conditions so that when there is a change in the state of a 

sensor its controller is able detect that change and send a 

message to the gateway, which will then be resent to the 

supervision level. Similarly, whenever the gateway receives 

a message from the supervision level the message is resent 

to the destination controller, which will then change the 

state of its actuators accordingly (in case of a SET 

message).  

Besides the message format used in the supervision level, 

DCN must have its own message format, allowing the 

specification of necessary information, like the destination 

node, the task to perform or the target property (see figure 

2).  

 

Figure 2. DCN message format 

The last field (CRC) should contain the message checksum 

that should be verified once the message reaches its 

destination in order to confirm that the message contents 

are correct. Then an answer message should be sent back, 

confirming that the message was received. If an answer 

message is not received, the device should try to retransmit 

the message up to two times. Beside this “retransmission” 

mechanism, that is designed to work across levels, there 

should also be a “resend” mechanism designed to work 

between each 2 nodes (between the gateway and the 

controller for example). In the second case, the exact 

number of retries should be set according to the reliability 

of the communication channel. 

 

4. CONTROLLER IMPLEMENTATION 

Knowing that the type of sensors/actuators of each 

controller will depend on the system configuration we 

chose to develop a modular code. This means, that for each 

type of device there must exist a specific app that allows to 

control those devices, being DomoBus controller able to 

run several apps at the same time. Therefore, a controller 

responsible for multiple devices could have, for example, a 

lighting app, a switches app, etc.  

In this case, the controller code has been developed in C 

using avr-lib library that consists in an adaptation of the 

standard C libraries for microcontrollers from AVR family. 

For the hardware we used an Arduino Uno R3 development 

board that uses a microprocessor ATmega328p from AVR 



family, since this is well known and can be easily acquired 

for relatively low prices.  

Figure 3. Controller software architecture 

So, DomoBus controller should have: a SYS module; a 

NET module; a MSG module; a PROP module; a SYS app; 

a TIME module; a EEP module and a variable number of 

apps depending on the type of devices we want to control 

(see figure 3).   

 
SYS Module 

In order to run several apps at once the SYS module, which 

is the first module to be run, is responsible for 

implementing a round-robin software pattern, where each 

remaining module and app will be called in a loop.  

To be sure that this works, each module and app should 

implement an init() function that will be called once when 

the system is turned on and implement a task() function that 

will be called once in each iteration of the loop.  

It should be noted that from the moment the SYS modules 

calls another module or app it stops having any control over 

them. Therefore, each module/app should try to end its task 

as soon as possible, so that SYS module can call the next 

module or application.  

 
NET Module 

The NET module is responsible for handling the 

communication hardware, allowing the transmission and 

reception of messages from other DCN devices. In this 

case, this developed module allows the use of the 

nRF24L01+ hardware module to communicate over radio 

frequency.  

Since the NET module has a limited time to run it has to 

choose between handling a received message or sending a 

new one. Here, the decision taken was to prioritize sending 

answer messages, then dealing with new messages received 

and only then, if none of the previous took place, sending a 

non-answer message.  

In this case, since the nRF24L01+ module already 

implements its own resend mechanism, it was not necessary 

to implement a new one. That said, whenever NET module 

receives a message it is responsible for checking if its 

checksum is correct. If it is not, the message should be 

discarded and hopefully retransmitted again by the origin 

device after a given time. 

 
MSG Module  

During its execution the NET module will be in constant 

communication with the MSG module, which will be 

responsible for creating the messages to be sent and for 

parsing the messages received.  

Whenever an application updates a property system’s value 

the MSG module will trigger the creation of a NOTIFY 

message.  Once that message is sent the MSG module will 

also be responsible for triggering its retransmission if an 

answer message is not received. 

During this process, if any message is received the 

propagation of the property values to the supervision level 

(through NOTIFY messages) will be put on hold and the 

message received will be processed. In this case, the 

received message can be: an answer to a previous NOTIFY 

sent, in which case there would be no need to send the 

NOTIFY again; a SET message, in which case the 

corresponding property should be updated (and sent back an 

answer); or a GET message, in which case the answer 

message should contain the value of the property asked for. 

 
PROP Module 

From all the controller modules the PROP module is the 

only one that does not implement an init() and a task() 

function, since the PROP module actually consists in a data 

structure that contains the properties’ values from several 

actuators/sensors and a set of functions that are used to 

interact with those properties. 

These functions should allow not only applications to 

understand when a property is updated due to the arrival of 

a SET message, but also to update the properties’ values 

when there are changes in the devices’ state.  

Since the number and properties’ types changes according 

to the controller configuration, PROP module will change 

too.  This way, as part of the controller’s setup process, the 

controller should run a tool called CM_config that will 

automatically generate PROP module, according to the used 

apps and number of devices.  

 
SYS App 

Similarly to the other apps, SYS app function will control a 

device, being this controlled device the controller itself.  



The exact function will depend on the controller, and can be 

responsible, for example, for restarting the system’s 

watchdog timer so that it can stop the device from 

restarting, or it can be responsible for controlling the 

development board’s embedded led so that it can transmit 

information about the system’s state.   

For this reason, while it is considered an app, it should be 

present in the controller at all times. 

 
TIME Module 

The TIME module is responsible for measuring the passage 

of time. This will be done using the controller hardware 

timers. To that end, regardless which module is running, 

every time a millisecond passes, an interruption will occur, 

and the TIME module will be informed.  

Should the other modules and apps also wish to measure the 

passage of time they can define a counter of 1ms, 10ms, 

50ms, 100ms, 1 second or 1 minute which the TIME 

module will be responsible for updating at the start of each 

round-robin iteration  

 

EEP Module 

At last, the EEP module has to manage the system 

EEPROM. Through this module the remaining 

modules/apps are able to read or write to the EEPROM 

without any conflicts occurring  between them. This can be 

achieved using a state machine (see figure 4). 

 

Figure 4. State machine implemented by the EEP module 

Before a module/app is granted access to the EEPROM it 

should send a service request which will only be accepted if 

the EEPROM is free. Once the access to the EEPROM is 

granted it will become reserved by that module/app. Thus, 

once the writing or reading process is finished the 

requesting module should take initiative in releasing the 

EEPROM so that it can be used by the remaining 

modules/apps. 

 

5. GATEWAY IMPLEMENTATION 

The second component of the DCN that was developed was 

the gateway. In this case, the communication with the DCN 

will be done through radio waves, using the same 

nRF24L01+ hardware modules used by the controllers, and 

the communication with the supervision level will be made 

through an USB cable. 

Just like in the controller, we use an Arduino UNO R3 

board as the gateway’s hardware. About the code, since the 

controller’s code was developed in a modular way, it was 

possible to reuse some of the already developed modules.  

 

Figure 5. Gateway software architecture 

The modules reused are (see figure 5):  

- SYS module: which will continue to be 

responsible for the implementation of the round-

robin software pattern that all the remaining 

modules will follow; 

- TIME module: which will continue to be 

responsible for measuring the passage of time; 

- NET module: which will continue to be 

responsible for handling the radio communication.  

It is important to note that both PROP module and all apps, 

besides SYS app, disappeared, since the gateway will not 

be responsible for controlling any sensors/actuators. 

 
NET Serial Module 

The NET Serial module can be considered a second version 

of the NET module which in this case is responsible for the 

serial communication made through the USB cable. For that 

purpose, the NET Serial module will use the USART 

(Universal Synchronous Asynchronous Receiver 

Transmitter) present in the ATmega328p microcontroller.   

In order to prevent messages from being lost - in situations 

where a large number of messages is received at the same 

time - a flow control mechanism was implemented. This 

mechanism also takes care of resending messages through 

the USB channel, using two special types of signals for that 

end. The signal types can be:  

- Clear to Send (CTS): informs the device on the 

other end that it can send the next message; 

- RESEND: informs the device on the other end that 

it should resend the last message. 

 



 

 Figure 6. Reception state machine (on the gateway side) 

 

The flow control mechanism implemented by the NET 

Serial module is based on a state machine responsible for 

receiving messages (see figure 6) and a state machine 

responsible for transmitting messages (see figure 7). 

 

 

Figure 7. Transmission state machine (on the gateway side) 

 

GATEWAY Module 

The GATEWAY module assumes the role of the MSG 

module, being responsible for interacting with the NET and 

NET Serial modules to send and receive messages. When 

compared to the MSG module its role is simpler, limiting 

itself to pass received messages from NET module to NET 

Serial module and vice versa. 

Similarly to what happened with the controller, on the 

gateway side it was also necessary to choose between 

prioritizing the reception or the transmission of messages. 

In this case, instead of giving priority to the messages based 

on their type, we chose to base our decision on the direction 

of the flow of the messages.  

Therefore, we decided to give priority to messages that are 

going up (from the controllers to the supervision level), 

since this matches the priorities of the DomoBus controller 

and taking into consideration that, in a hypothetical case 

were the communication in one direction completely stops 

flowing, it would be better for the communication to stop 

flowing on the way down, since the high level devices 

would be better equipped to deal with the situation (using, 

for example, transmission queues). 

 

6. DCN DEBUG APLICATION 

Once the implementation of the controller and the gateway 

was done all that was left in order to build our prototype 

was the development of an application that would allow us 

to interact with the DCN. For that purpose a computer 

application was developed, which we named DCN Debug 

Application, that was able to communicate with the 

gateway through an USB cable.  

This application is based on two threads, being the first one 

responsible for the serial communication and the second for 

interacting with the user.  

Similarly to the gateway, on the computer side the 

implementation of the serial communication protocol is also 

done by 2 state machines (see figures 8 and 9), which were 

created to behave as identicallly as possible to the gateway 

state machines. 

That said, while communication on the gateway side is 

handled at a low level, on the computer side the operative 

system ends up taking that role, which is the main reason 

why the computer versions of the states machines are 

simpler than the gateway ones. Figure 8 and 9 show the 

behaviour of the computer’s reception and transmission 

state machines. 

Figure 8. Reception state machine (on the computer side) 

 

 

Figure 9. Transmission state machine (on the computer side) 

 



When it comes to the other thread, its role is to receive and 

process commands inputted by the user. These commands 

(see figure 10) allow the construction of GET and SET 

messages which can then be sent to any device in the DCN 

or stored for future use. 

As for debbuging purposes, not only are the messages 

received by the gateway shown on the screen, they are also 

parsed and checked for errors. 

Should the user need to debug the DCN at a lower level, 

some mechanisms were also implemented to print messages 

back in their hexadecimal format, to show the CTS and 

RESEND bytes being sent or to prevent the gateway from 

filtering messages with errors. 

 

Figure 10. DCN debug application command list 

 

7. IMPLEMENTED APPS 

In order to control the sensors and actuators of the system a 

small group of apps was develop that should be enough to 

deal with most kinds of devices in a smart home. 

 
OUTP App 

The OUTP is the simplest of all the apps developed, and it 

is used to control lights, LEDs and similar devices. 

According to the OUTP app each actuator can only have to 

values: zero (off) or non-zero (on). 

 
LEDP App 

The LEDP app was an app developed in order to pulse a 

LED mostly for debugging purposes. Nevertheless it can be 

used in a smart home context if a suiting role is found. 

The LEDP app allows the user (or the system) to define the 

number of times the LEDs controlled will pulse (0-254) 

after which there will be a short pause, before the LED 

starts pulsing again. Setting the number of pulses to 255 

will cause the LED to blink a single time and then turn off. 

 
SWITCH App 

The SWITCH app was designed to deal with different types 

of switches. Being an app designed to deal with sensors, the 

state of the devices can only be read and not written.  

In this case, the first mode of functioning that the SWITCH 

app can assume allows it to deal with devices like 

mechanical switches and presence sensors, which can either 

be on (1) or off (0).  

The second mode allows it to deal with devices like 

pressure buttons and allows the detection of different states 

based on how long the button is pressed: short press (2), 

long press (3), long long press (4) and stop (5). 

 
PWM App 

The PWM app was design to deal with actuators which 

support the use of Pulse Width Modulation (PWM). 

According to the PWM app, each device can have 11 

intensity levels (0 ~ 10), being 0 used to turn the device 

totally off, and 10 used to turn the device totally on. Once a 

new intensity level is set the intensity level of the device 

will slowly change to match it. 

 
ANALOG App 

Finally the ANALOG app allows the control of sensors like 

potentiometers (rotatory switches) and temperature and 

light sensors. 

Just like the SWITCH app it also has two modes of 

functioning, where the first mode returns the current value 

of the sensor (if there was a change) and the second one 

reports the average of all the values measured since the last 

time. 

 

8. TEST AND RESULTS 

In order to test the system a small-scale prototype was build 

using 3 controllers, 1 gateway and 1 computer (running the 

DCN debug application). 

Thanks to this prototype it was possible to test the behavior 

of the DCN and correct the errors found. Once it was 

proved that the DCN was working as intended some tests 

were done to explore the system limits. 

 
Maximum Reach and Response Time 

In the first test a large number of messages were sent from 

the PC to the controllers and back, passing by the gateway 

on both directions. In order to test the response time the 

transmission times of the messages were stored and were 

compared to the arrival times of their corresponding answer 

messages. 

As for the distance, the test was repeated at 4 different 

distances: 

- At 3 meters with no obstacles; 

- At 5 meters with a wall in-between; 

- At 8 meters with 2 walls in-between; 



- And at 10 meters with 3 walls in-between; 

The results obtained have shown that the response time of 

the system is somewhere between 8 and 45 milliseconds, 

increasing as the distance increases, and that: 

- At 3 meters at least 98% of the answers were 

received; 

- At 5 meters at least 94% of the answers were 

received; 

- At 8 meters, at least 74 % of the answers were 

received; 

- And at 10 meters the communication started to 

fail, being possible to notice the existence of blind 

spots were no a single message was received 

back; 

 
Message Rate 

In the second test, the objective was the test of the 

maximum number of messages that each of the 

communication channels (serial and radio) could handle 

before messages would be lost. 

Just like before, the number of answers received back was 

counted, but this time the messages were sent only between 

the computer and the gateway (for the serial communication 

test) and the gateway and the controllers (for the radio 

communication test). 

The results obtained showed that between the to types of 

communication the one that could handle the lowest amount 

of message per second was the serial communication (at 

about 50 messages per second). This happened because the 

occasionally the loss of a message would happen that would 

cause the state machines to get stuck in a deadlock.  

After some tinkering with the automatic CTS interval times 

a maximum message rate of 100 messages per second was 

achieved, by lowering the CTS time from 2 seconds to 50 

milliseconds. 

As for the radio communication, the obtained results 

showed that it could also handle a maximum of 100 

messages per second.  

 

9. CONCLUSION 

After reaching the end of this work, it is considered that the  

creation of the DomoBus Control Network prototype was 

successful, proving that the approaches taken by the 

existing domotic solutions are not the only ones possible. 

While the solution developed is not perfect and there are 

still some things that could be done to improve the 

communication limits, the current solution should be 

enough to allow the use of the system in small and medium 

environments and should be more than enough to work as a 

foundation for the development of the DomoBus system in 

the future. 

Even though a big step was taken with this work, it is 

considered that the DomoBus, as an academic solution, still 

has a lot more to offer and that now that a working 

prototype exists a lot of new doors to explore will open.  
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